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February 18,2010

Philip R. Adams, Jr.

Marlene H. Dortch, Secretary
Federal Communications Commission
445 12th Street S.W.
Washington, D.C. 20554

RE: Annual Customer Proprietary Network Information Compliance
Certification
EB Docket No. 06-36

Dear Ms. Dortch:

Please find attached the Annual Customer Proprietary Network Information ("CPNI")
Compliance Certification for Geotel Communications Services, Inc. Please feel free to
call me if you have any questions regarding this filing.

Sincerely,

Leon L. Nowalsky

LLN/cdp

Attachment



Annual"? cr.H.. § M.2009{el 0'1'11 Ccrtineation
E Il Docket Olj·36

Annual 64.2009{e) CPN i Certificate for 20 I0

Name ofeompany(s) covered by this eertifieation: Geotcl Communications Services, Inc

FOl'm499 Filer iD: 825397

Name of signatory: (}corge An1andola

Title of signatory: President

t G-eorgc Amandolal' certify that 1[lfn an officer of the company named above~

and acting as agent urtbe company'. that I have personal kT10\vlcdgc that the cornpany has
established Opera!lJlgproccdurz:s that are adequate to ensure compliance with the
Commission"s CPNI rules. Sec 47 C.F.R. § 64.2DD! ci seq.

Attached to thi~ certii1cation is an acc(Hnpanying statement cxptainirlg ho\v the
company's procedures ensure the company is in compliance with the requirements set
fO.rth in seet\on 64.2001 et seq. of thc Commission's rules.

Thc company has not taken any actions (proceedings instituted or petitions filed
by any company at either state cOlnmissions, the court system, or at the C0111J111Ssl0n
against date brokers) against data brokers in the past year. The steps the Company has
taken to protect CPNI include updating its CPNJ practices and procedures and
conducting new training designated to ensure compEauce with the FCC's modified CPNI
rules.

The conipan)' has not received any eus~()1j)er complaints in the past year
concerning the



STATEMENT Of POLICY IN TREATMf:NT OF
CUSTOl'llER PROI'RIETARY NETWORK INFORMAnON

1, It is Geotd Communications Services, Inc- ("Geotel''; policy not to lise CPN] li,r any
activity other than permitted by law, Any disclosure of ePN] to other parties (such as
afli1iates~ vendors. and ag,cnts) occurs only if it is necessary to conduct a legitimate
bus.iness activtty rdated to the services alrca.dy provided hy the cornpany' to the CllslOJ11Cr.

If the Company is not required by law to disclose tbe CPN] or if th,~ intended usc docs
not fall within cme of the carve outs. the Cornp,.H1y \-\jili first obtain the cusl:orner)s consent
prior to using ePNL

") Geotd foIlows industry-standard practices to prevent nl1il1lthof!zed access to erN] bv a
person other that the subscriher or GcoteL l-lowcver, Cj-eote! C~UU10t guarantee that these
practices '\viH prevent every unauthorized attempt to acc-ess~ use~ or disclose personally
identifiable inf<>rJnaliol], Therc!{)re:

A, If an unauthorized disclosure were to occur, Geore! shall pmvide notiJication of
the breach within seven (7) days to the United States Secret Service CtJSSS") and
the Federal J3ureau ofInvestigation (''1'131''),

B. Geotd RhaH \vult an additional seven (7) day5 from its govenuucnt notkc prior to
notifying the affected CllSWlllcrs oCtIle brl2i:lch.

C Notwithstanding the provisions in su hparagraph B above. Gcote1 shall not wait
the additional seven (7) days to notify i1S custorncrs if Gcotcl determines there is
an irnmedlate risk of irreparable hunn to the cllstorncrs.

D. Gcote] shall maintain records of dlscovcrel..! brl.':HChes for a period of at least two
(2) years,

3, AU employees wiH be trained as to when they arc, and are not authorized to usc CPN r
upon employment with the Company and annually thcrealieL

A, S!)ecitlcaUy, Geotel shall prohibit its personnel from releasing CPNI based upon a
customer-initiated telephone eaU except under tbe fi}llO\ving tbree (3)
clfCUlnstances:

L When the customer has pre-established a password,

, When the inhmnation requested by the customer is to be sent to the
customel"s address o1'recol'd, Of

3, When Geotd calls the customer's telephone Humber of record and
discusses the information with the party initially identified by customer
when service wa~~ ini.tiated,



B. Geotd may use CPN 1 !(l!" the !()l!owing purposes:

& '1"0 injLiatc~ render, maintain;> repair. bill and collect for services:
• To protect its property rights: or to protect irs subscribers or other carriers

from fl'audukm, abusive, or the unlawli.tf usc o( or subscription to, such
scrVlces;

I}; To provide inbound telemarketing, reI-erral or administrative services to
the customer during a customer initiated eal! and with the customer's
In{z1nned consent.

$ '1'0 Hlarket additional services to custorners that are within the same
categories of service to which the customer already subscribes;

$ To 111arket services formerly kno\vn as adjunct-tn-basic services: and
• 'To market additional services to customers witb the reeeipt of informed

consent via the l1:::;e of opt-in or opt-out. as ~'[pplicahle.,

4, Prior to allowing access to Customers' individuaU}.' idcntil1abk CPNI to Cxcotd\; joint
venturers or indr:perdcnt contractor.,,~ Geotd \.viH require, in order to safeguard that
inforrnation. their entry into both confidentiality <:lgreclnents that ensure c0111pIlance with
tilLs SWltlUenl and shaH obtain opt-in consent frOtn a customer prior to disclosing the
information, In addition, Geotel requires all outside Dealers and Agents to acknowledge
and eertify that they may only use CPNI fi)r the purpose i'lr which that int<lrmation has
heen provided,

5, Ocotcl requires express written authorization from tbe customer prior to dispensing CPNJ
to new earriers, cxccpt as otherwise required by law,

6, Gcotcl does not market, share or otherwise sell CPNI inl<>11'nation to any third party,

7 Geotd rnaintains a record of1tS o\vn and its affiEatcs~ sales and Ilwrketing campaigns that
use Georel's eustomers' CPNL The record will include a deseription of each cmnpaign,
the speeifi.e CPNT that \\:as used in the cmnpaign, D.nd what products and services were
offered as part of the campaign_

A. Prior COlnme:ncenlcnt. of a sales or rnark::ting campaign that utilizes CPNL Gcotel
establishes the status of a customcr's CrNl approval. The tlJllowing sets fortb the
procedure foHowed by Geote!,

.. Prior to any solicitation for eustomer approval, Geotel will notify
customers of thcir right to restriet the use of; disclosure 01; and aeeess t,)
theirCPNL

.. GeNe! will use opt-in approval f()l" Ilny instanec in whieh Geotd must
obtain custolner approval prior to using, d.isclosing) or penl1iaing access to
CPNl,

.. A customer"s approva! or dlsapproval remains in elfeet until the customer
revokes or Limits such approval or disapproval.



ff1 Records of approvals are maintained for at least one year.
$ Geotd provides individual notiee to customers whcn soliciting approval to

liSC, dise1osc, or penn it a.eeess to CI'Nl.
.. The cont<em of Geotel's CPNI notices comply with FCC rule 64.2008 (c).

8. Geotcl has implemented a systcIn to obtain approval and informed consent frcnn its
customers prior to the usc of CPNJ for marketing purposes. This system alh"vs
for the status of a custGnler~S C:PNI approval to be ckarIy establi.shed prior to the
liSe of CPNl.

9, Gcotel has a supervisory review process regarding compliance vvith the CPNI rules for
outbound 111arketing situations and will maintain compliance records f{Jr at least one year,
Speciiically. Geotcl's sales personnel will obtain e"press approva.l of any proposed
outbound rnarkering request I'Jr customer approval of the use of CPNI by The (Jeneral
Counsel of Cleote!.

lO. Geotd notifies customers immcdiately of any aceounr changes, including address of
record~ authentication? onliJ1C account and pas&'word related changes,

I I. Geote! may negotiate alternative authentication procedures f(,r serVices that Geotel
provides to business custOlners that have a dedicated account representative and a
contract that spcclf1eally addresses Gcotel's protection ofCPNL

12. Ocate! is prepared to pr<yv'idc \\Titten notice within five business days to the FCC of any
instance where the opt~in mechanisrns do not work property to such a degree that
cOllsulner~s inability to opt-in is more than an anomaly.


